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1.1 

Access	Control	for	Linked	Data 



       
§  Privacy & Sustainable Computing Lab  
§  Launched September 2016: launch event with various important stakeholders: 

technologists, standardization, activists…
§  Mission: Developing sustainable and privacy-preserving computer systems by 

bringing together computer science & human-centric behavioral science 
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MISSION 
 

Developing sustainable and privacy-
preserving computer systems by 

bringing together computer science & 
human-centric behavioral science.  
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2013	 2014	 2015	 2016	 2017	 2018	

Draft	of	the	regulation	
7/22/2012	

Revisions	in	the	draft	
3/12/2013	

Discussions	in	the	EU	Council	
5/19/2014	

EU	Council	finalises	the	chapters	
8/6/2015	

Trilogue	starts	
6/24/2015	

Trilogue	agrees	
12/17/2015	

Comes	into	force	
5/25/2018	

The General Data Protection  
Regulation (GDPR) 
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https://www.specialprivacy.eu/  

Scalable Policy-awarE Linked Data 
arChitecture for  
prIvacy, trAnsparency and compLiance   

Research and innovation Action 
9 partners from 6 countries 
January 2017 to December 2019 
3,991,389 € 



       

SPECIAL uses the Linked Data paradigm 
v  All data items are identified by Internationalised Resource Identifiers (IRI’s) 
v  By using HyperText Transfer Protocol (HTTP) IRI’s everything is potentially linkable 
v  IRI’s allow SPECIAL to associate usage constraints with personal data at different 

levels of granularity 

Scalable Policy-awarE Linked Data 
arChitecture for  
prIvacy, trAnsparency and compLiance 	

A Scalable Consent, Transparency and Compliance Architecture 
Sabrina Kirrane, Javier D. Fernández, Wouter Dullaert, Uros Milosevic, Axel Polleres, Piero Bonatti, Rigo 
Wenning, Olha Drozd and Philip Raschke  
Proceedings of the Posters and Demos Track of the Extended Semantic Web Conference (ESWC 2018)  
https://www.specialprivacy.eu/project-news/134-architecture-video 



       

https://www.thesun.co.uk/tech/3478956/bought-a-kodi-box-youre-
probably-under-investigation-uks-official-copyright-protectors-warn/ 

http://www.independent.co.uk/life-style/gadgets-and-tech/news/digital-
economy-act-kodi-stream-illegal-users-prison-10-years-sentence-
copyright-data-sharing-a7716131.html 

Recent European Court of Justice ruling means:  
 
Anyone caught streaming TV shows, films and 
sports events illegally using websites, torrents and 
Kodi add-ons could technically face a decade 
behind bars. 

Data	Licensing	Clearance	Center 



       

No rights reserved ------------------------- Some rights reserved ------------------- 
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Data	Licensing	Clearance	Center 

DALICC is funded by the Austrian 
Federal Ministry of Transport, 
Innovation and Technology (BMVIT) 
under the program "ICT of the 
Future" between November 2016 - 
October 2018. More information 
https://iktderzukunft.at/en/  

https://www.dalicc.net/ 
 



       

§  License Composer: Lets you create customised 
licenses 

§  License Library: Lets you choose from a set of 
standard licenses 

§  License Annotator: Provides you with a machine-
readable and human-readable version of your 
license 

§  License Negotiator: Checks compatibility, detects 
conflicts and supports conflict resolution 
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DALICC Framework 

Data	Licensing	Clearance	Center 

Modeling and Reasoning over Data Licenses 
Oleksandra Panasiuk, Simon Steyskal, Giray Havur, Anna Fensel and Sabrina Kirrane  
Proceedings of the Posters and Demos Track of the Extended Semantic Web Conference (ESWC 2018)  



       

Consent	and	Control	Interfaces 



       

Olha Drozd and Sabrina Kirrane 
Conference paper currently under review 
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Regulatory	Compliance	Assessment 

Legislative Compliance Assessment: Framework, Model and GDPR Instantiation 
Sushant Agarwal, Simon Steyskal, Franjo Antunovic and Sabrina Kirrane 
Proceedings of the Annual Privacy Forum (APF 2018)  



       

Legislative Compliance Assessment: Framework, Model and GDPR Instantiation 
Sushant Agarwal, Simon Steyskal, Franjo Antunovic and Sabrina Kirrane 
Proceedings of the Annual Privacy Forum (APF 2018)  

Regulatory	Compliance	Assessment 



       

Towards a Legal Knowledge Graph 

Figure	1.	Legal	information	contained	in	documents	
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TempCourt: Temporal Gold Standard and Benchmark for the Legal Domain 
María Navas-Loro, Erwin Filtz, Víctor Rodríguez-Doncel, Axel Polleres, and Sabrina Kirrane 
Journal Paper Under review 



       

Towards a Legal Knowledge Graph 

Interlinking Legal Data 
Erwin Filtz, Sabrina Kirrane and Axel Polleres  
Proceedings of the Posters and Demos Track of the 14th International Conference on Semantic Systems 
(SEMANTiCS 2018) 



       

Policy Driven Data Markets 

Demonstrate how ODRL can be used to specify  
requests, policies, contracts and agreements 

Identify a set of requirements for Linked Data Market 

Automatically compute and generate minimal 
contractual agreements for non-enforceable policies 

odrl:prohibition [ a odrl:Prohibition ;  
     odrl:assigner ex:provider1 ;  
     odrl:assignee ex:consumer1 ;  
     odrl:target ex:dataset1 ;  
     odrl:action 

odrl:aggregrate ] ; 
odrl:permission [ a odrl:Permission ;  

     odrl:assigner ex:provider1 ;  
     odrl:assignee ex:consumer1 ;  
     odrl:target ex:dataset1 ;  
     odrl:action odrl:read ] . 

If you can’t enforce it, contract it: Enforceability in Policy-Driven (Linked) Data Markets 
Simon Steyskal and Sabrina Kirrane 
Proceedings of the Posters and Demos Track of the 11th International Conference on Semantic Systems 
(SEMANTiCS 2015) 



       

RDF Encryption based on Patterns 

Self-Enforcing Access Control for Encrypted RDF 
Javier D. Fernández, Sabrina Kirrane , Axel Polleres , and Simon Steyskal 
Proceedings of the Extended Semantic Web Conference (ESWC 2017) 



       

Combining RDF Compression and 
Encryption 

HDT crypt : Efficient Compression and Encryption of RDF Datasets 
Javier D. Fernandez, Sabrina Kirrane, Axel Polleres, and Simon Steyskal 
The Semantic Web Journal (to appear) 



       

Going Forward…. 

§  Combine policies and legal knowledge graphs 
§  Federated Semantic Data Management with policies 
§  An algebra for combining Description Logic policies 
§  A reference architecture for enhancing the Linked Data 

platform with policies and transparency 
§  A unified framework for representing and reasoning over 

policies (Privacy policies, regulatory constraints, business 
rules, social norms)  
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